Brookhaven Treatment & Learning Center
Confidentiality / Security Agreement

I understand that while being on the Brookhaven Campus, I may have access to protected health information.  Protected Health Information (PHI) means individually identifiable health information that is transmitted or maintained in any form or medium. Protected health information is NOT open to the public.  Special precautions are necessary to protect this type of information from unauthorized access, use, modification, disclosure, or destruction.

During the time of visit/attendance, and any subsequent visits/attaendance at Brookhaven Treatment and Learning Center, I agree any program content of Brookhaven Treatment and Learning Center’s program, confidential information regarding the residents and day students and their treatment and their education, and the like, shall be considered and kept as the private and privileged records of Brookhaven Treatment and Learning Center and will not be divulged to any person, firm, or corporation. Further, upon termination of said visiting status, at present, or in future, I agree to continue to treat as private and privileged any knowledge concerning the same, and will not release any such information to any person (s), firm, corporation, or other entity, either by statement, deposition, or as a witness without direct written consent from the Executive Director. Brookhaven Treatment and Learning Center shall be entitled to an injunction by any competent court to enjoin and restrain the authorized disclosure of such information.

II

All case information, activities, experiences, records, educational histories, plans, treatment, meetings, or other records concerning residents and day students at Brookhaven Treatment and Learning Center shall belong to and remain the property of Brookhaven Treatment and Learning Center. I agree not to release the property of such with any entity or person outside of Brookhaven Treatment and Learning Center’s facility for any reason.

I agree to protect the following types of information:

	
All data elements described as protected health information (PHI) including but not limited to:

· Addresses

· Telephone numbers

· Fax numbers

· Electronic Mail addresses

· Social security numbers

· Medical record numbers

· Birth date

· Date of death

· Health plan beneficiary numbers

· Account numbers

· Certificate/license numbers

· Vehicle identifiers and serial number, including license plate numbers

· Device identifiers and serial numbers

· Full face photographic images and any comparable images

· Client information (such as, disability insurance claimants, recipients of public social services, participants of state/federal programs, employers, etc.)

· Information about how automated systems are accessed and operate 

· Any other proprietary information.

· Any other unique identifying number characteristic, or code
· Meeting content



I agree to protect PHI by:

	
All of the following means including but not limited to:

· Accessing, using, or modifying confidential, sensitive, or PHI only for the purpose of performing my duties during my time at Brookhaven (Therapy, Visit, Training, Board Meetings, Volunteer, Shadow, etc.)
· Never attempting to access information by using a user identification code or password other than my own

· Never sharing passwords with anyone or storing passwords in a location accessible to unauthorized persons including WIFI & any other network passwords on my personal device.
· Never exhibiting or divulging the contents of any record or report except to fulfill duty or assignment directly related to reason for visit.
· Never showing, discussing, or disclosing confidential, sensitive information, or PHI to or with anyone who does not have the legal authority or the “need to know” 
· Storing confidential, sensitive information in a place physically secure from access by unauthorized persons.

· Never removing confidential, sensitive, or PHI from the Brookhaven without authorization.

· Disposing confidential, sensitive, or PHI by utilizing an approved method of destruction, which includes shredding, burning, or certified or witnessed destruction.  Never disposing such information in the wastebaskets or recycle bins.

· Reporting any violation of confidentiality, privacy or security policies



Penalties

Unauthorized access, use, modification, disclosure, or destruction is strictly prohibited.  The penalties for unauthorized access, use, modification, disclosure, or destruction may include being restricted from the Brookhaven campus and/or criminal or civil action. 

It is important to note that individually identifiable health information is protected under both HIPAA as well as the Social Security Act and improperly obtaining or disclosing individually identifiable health information is a criminal offense under the Social Security Act.
Brookhaven Treatment & Learning Center reserves the right to monitor and record all network activity with or without notice, and therefore users should have no expectations of privacy in the use of these resources.

I certify that I have read, understood, and accept the Confidentiality Agreement above. 
 *Please note, in order to be on the Brookhaven campus this confidentiality agreement must be signed. If you are not willing to sign alternative arrangements can be made so that you may fulfill your responsibilities without being on campus. If you need help understanding any part of this form, please ask for the Brookhaven HIPAA Compliance Officer or the Clinical Coordinator. 

	____________________________________________________

Printed Full Name
	_____________________________________

Relationship to Brookhaven

	____________________________________________________

Signature 

	_____________________________________

Date


Witness to Signature.
	____________________________________________________

Printed Full Name
	_____________________________________

Brookhaven Position/Title

	____________________________________________________

Signature 


	_____________________________________

Date
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